BERG - Privacy awareness issues with video conferencing


Here’s the ink for new subscribers (or to unsubscribe) to BERG: http://lists.stir.ac.uk/cgi-bin/mailman/listinfo/berg

[bookmark: _GoBack]Chat: If you wish your comment to be noted in the meeting record, please add it to chat. This record is shared after the meeting as an aide memoire and to allow follow up.

Video recording: I would never record a BERG meeting without informing you all in advance. 

Photos: Anyone who can see your computer screen can take a photo/screen shot at any time. We must be aware of this. We have options, and each individual can choose their own response:

· If you do not want your face to be seen, use audio only (with no photo, or a photo of your choosing – you upload in your Zoom profile).

· If you allow Zoom to access the video on your computer/phone, you have to trust us not to take photos without express permission (generally on the count of 1,2,3 say cheese/thumbs up etc!). Apart from being caught in an awful facial expression, I don’t think there is anything else we are doing that would compromise us. We do not share confidential or sensitive information during BERG. 

Please also be aware that we can see where you are – i.e. usually now we see into your home. Therefore think about what we can see in the background. Do you have an original Edwin Landseer on your wall that someone might see and target you for a burglary? I wish.

Audio: 

· Anyone who is around you can hear you on the call, and if you are not wearing a headset they can hear us too. We do not know who is around so beware who you speak about (e.g. in ways you would not be happy for the person you are talking about to hear!). Sometimes we can see other people around you and hear them. Please make those around you aware of this (or mute your microphone when you are not speaking). 
· Please use a headset if you have young kids around (this is in your control and safer than telling us to watch our language or topics of conversation). Or please go somewhere private. We have options – you choose what works for your situation.


I think all these issues have solutions. I shall try to remind everyone to be aware at the beginning of each video call. Or you remind me, please!
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